INFO: 


An open source app 
developd by Tor project 
which aims to scan the 
level of censorship which 
internet users subject to , 
also the app scan the 
performance and speed 
of your network , it also 
support Android and iOS 


Ooniprobe 


Ooniprobe 


Ooniprobe 


An open source app developd by Tor project which aims to scan the 
level of censorship which internet users subject to , also the app scan 
the performance and speed of your network , it also support Android 
and iOS 


Ooniprobe Features : 


Collect evidence of internet 
censorship. 


You can check whether and how websites and instant messaging apps are 
blocked. The network measurement data you will collect may serve as 
evidence of internet censorship. 


e Detect systems responsible for censorship and surveillance 
OONI Probe tests are also designed to uncover the presence of systems 
(middleboxes) that could be responsible for censorship and surveillance. 


e Measure the speed and performance of your network 
You can measure the speed and performance of your network by running 
OONT' implementation of the Network Diagnostic Test (NDT). You can also 
measure video streaming performance with the Dynamic Adaptive Streaming 
over HTTP (DASH) test. 


Press on Got it 
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Ooniprobe 


What is OONI Probe? 


Your app for measuring internet censorship. 
Are websites and social media apps 
blocked? Is your internet connection 
unusually slow? 


Run OONI Probe to find out! 


Got It 
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Press on I Understand 
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Heads-up! 


| * OONI data is openly published and will 
include your network information. 
* Anyone monitoring your internet activity 
(e.g. government or ISP) will see that you 
are running OONI Probe. 
* You might test banned websites (but you 
can choose which sites to test). 


2) understand 


Learn more 


Press on True 
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Pop Quiz 


Question 1/2 


If someone is monitoring my internet 
activity, they will see that | am running 
OONI Probe. 


Press on True 
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Pop Quiz 


Question 2/2 


Every time I run OONI Probe, the network 
data I collect will automatically get 
published. 


Press on Let's go 
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Ooniprobe 


Default Settings 


We collect and publish: 
* Country code (e.g. IT for Italy) 


* Network information (including 
Autonomous System Number) 

* Time & date of testing 

We do our best not to publish your IP 
address or any other potentially personally- 
identifiable information. 


Learn more through OONI's Data Policy. 


Change defaults 


Press on Settings 
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Ooniprobe 


Websites 


Test the blocking of websites 


Tap card for more | 


stant Messaging A 


| 


Test the blocking of instant 
messaging apps 


Tap card for more 
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Middleboxes 


Detect middleboxes in your network 


Test Results 


Press on sharing 
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Settings " 


Å Notifications » 


< Sharing C > 


** Advanced > 


Send email to support > 


~ About OONI 
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Automatically Publish Results 22 C 


Manual Result Upload D «o 
Include Network Info D ¢ >) 

: Include Country Code D «^ 
| 


ki 


Include my IP address 


By publishing results, you are increasing transparency of 
network interference and supporting the OONI | 


| 


community. | 


Network information (i.e. Autonomous System Number) 
is required for identifying Internet Service Providers. 


Close all options to prevent sharing your data with Ooniprobe developers and then go 
back 


wv 


$t Electronic Horizons Foundation | is an independent foundation aims to raise Security awareness among Muslims 


Qs Qe Qe 


Ooniprobe 


Automatically Publish Results 


NN 

Manual Result Upload @ 
Include Network Info @ 
Include Country Code (I 
Include my IP address © 


By publishing results, you are increasing transparency of 
network interference and supporting the OONI 
community. 


Network information (i.e. Autonomous System Number) 
is required for identifying Internet Service Providers. 
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Press on Start in Middleboxes options 
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Middleboxes 


Detect middleboxes in your network A 


Tap card for more 


Performance 


Test your network speed and 
performance 


Tap card for more 


slowing window 
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Test Results 


1 a 


Networks Data Usage 
t 


Filter Tests 


JULY 2019 
"-—— 
f @ Middleboxes 


Some not uploaded ( Upload All ) 


(9) If the result of the test appears as follows, it means that there is no interception to 
your communications 


Note: Do not ignore the use of VPN services to change the IP address even if there is 
no interception to the communication on the network you use. The result of the test 
means that there is no interception to communications, but it may change at any 
moment 
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Middleboxes 


L 


Middleboxes Not detected 


HTTP Invalid Request Line Test [ew] V 1 


HTTP Header Field Manipulation T.. È R | 


| 
| 


Some not uploaded 


If the result of the test appears as follows, it means that there is an interception to your 
communications and you should use security procedures ‚contact us through technical 
support accounts to help you 
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Middleboxes Detected 


HTTP Invalid Request Line Test a ! 


HTTP Header Field Manipulation Test ow 


Steps to download and install 
Ooniprobe application for Android 


© Upload Ooniprobe for Android from here 


Press on Got it 
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What is OONI Probe? 


Your app for measuring internet censorship. 


ites and social media apps blocked? Is your internet connection 
unusually slow? 


Run OONI Probe to find out! 


Press on I Understand 
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Heads-up! 


* OONI data is openly published and will include your network information. 


* Anyone monitoring your internet activity (e.g. government or ISP) will see 
= that you are running OONI Probe. 


* You might test banned websites (but you can choose which sites to test). 


2 I understand 


Learn more 


Press on True 
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Pop Quiz 


Question 1/2 
If someone is monitoring my 


internet activity, they will see that | 
am running OONI Probe 


False 


Press on True 
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Pop Quiz 


Question 2/2 


Every time | run OONI Probe, 
the network data I collect will 
automatically get published 


Press on Let's go 
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Ooniprobe 


Default Settings 


We collect and publish: 

* Country code (e.g. IT for Italy) 

* Network information (including Autonomous System Number) 
* Time & date of testing 


Ne do our best not to publish your IP address or any other potentially 
personally-identifiable information. 


Learn more through OONI's Data Policy. 


Let's go 
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Change defaults 


Press On Run in Middleboxes 
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Ooniprobe 


"Websites 


Test the blocking of websites 


Instant Messaging 


lest the blocking of instant messaging apps j 


Performance 


Test your network speed and performance 
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Middleboxes 


Detect middleboxes in your network 


2 S. xA 
Dashboard Test Results Settings 
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— c3 Press on sharing 
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Notifications 
Sharing e 
Advanced 


Send email to support 


About OONI 
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Sharing 


Automatically Publish Results sD) Qe 


Manual Result Upload x2 e 


Include Network Info D e 
Include Country Code xD e 


Include my IP address » 
1 

By publishing results, you are increasing transparency of network | 
1 interference and supporting the OONI community. r 


Network information (ie. Autonomous System Number) is required 
de n n " " 
Es g MW ^ ow vi TOYI >. 

for identifying Internet Service Providers 


Close all options to prevent sharing your data with Ooniprobe developers and then go 
back 
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Automatically Publish Results 


Manual Result Upload 


Include Network Info 
' Include Country Code : ie 


Include my IP address 


By publishing results, you are increasing transparency of network 
interference and supporting the OON! community, 


Network information (i.e. Autonomous System Number) is required 
for identifying Internet Service Providers, 


Press On Run in Middleboxes 
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Middleboxes 


Detect middleboxes in your network - 


Tap card for more 


Performance 


Test your network speed and 
performance 


Tap card for more 


slowing window 
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Networks Data Usage 


1 * 2 kB 
t1kB 
All Tests 
JULY 2019 
(f Middieboxes @ Not detected 
7/26/19, 08:32 e 


© If the result of the test appears as follows, it means that there is no interception to 
your communications 


Note: Do not ignore the use of VPN services to change the IP address even if there is 
no interception to the communication on the network you use. The result of the test 
means that there is no interception to communications, but it may change at any 
moment 
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Middleboxes Not detected 


HTTP Invalid Request Line Test Ò vY 


HTTP Header Field Manipulation Test CS Y 


If the result of the test appears as follows, it means that there is an interception to your 
communications and you should use security procedures ‚contact us through technical 
support accounts to help you 
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